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Abstract—Static analysis tools are essential for identifying
software quality issues, bugs, and security vulnerabilities in
source or binary code. Despite their importance, there is limited
research on how non-tech companies approach software security
and integrate Static Application Security Testing (SAST) tools
into their development pipelines. To advance understanding in
this area, we examine the motivations, challenges, and benefits
of SAST tools and present an industry case study on using
CogniCrypt and CryptoGuard to detect cryptographic API mis-
use, a common source of software vulnerabilities. We conducted
focus groups with software developers and security experts from
three organizations and performed a thematic analysis following
a grounded theory approach to identify key factors influencing
SAST tool adoption and participants’ perceptions of these tools’
effectiveness in detecting and reporting vulnerabilities. Based
on this analysis, we observed themes reflecting concerns about
false positive rates, a tendency toward overconfidence in state-
of-the-practice security tools, reliance on infrastructure-based
data protection measures, and persistent challenges in remedi-
ating vulnerabilities in legacy systems. Despite these challenges,
participants recognized the value of SAST tools in enhancing
security awareness, facilitating knowledge transfer, and con-
tributing to secure software development practices. Based on
these insights, we provide actionable recommendations to support
SAST adoption and improve the usability, reporting clarity, and
integration of tools such as CogniCrypt and CryptoGuard. As
a concrete outcome, one of the companies decided to remediate
all cryptographic API misuses that we identified in their systems
during our collaboration.

Index Terms—Software Security, Static Application Security
Testing, Empirical Software Engineering

I. INTRODUCTION

Software security is becoming increasingly important for
developers to protect data, especially as software applications
are collecting more and more sensitive user information. Ac-
cording to Ferguson et al., even systems designed by security
experts may be broken a few years later, highlighting the
fact that security in general, and cryptography in particular,
are “fiendishly difficult” [1]. In the same vein, Nadi et al.
concluded that software developers often struggle with Java
cryptography APIs, primarily due to a lack of familiarity
with software security and because these APIs are often

poorly documented and difficult to use [2]. Partly for these
reasons, cryptographic API misuse has been identified as a
common cause of many security vulnerabilities [2]–[5]. As
an example, Listings 1 and 2 illustrate a cryptographic API
misuse recorded as CVE-2023-32699. In this case, the insecure
MD5 hashing algorithm is used for storing user passwords
in the MeterSphere project, making it susceptible to security
vulnerabilities.

To alleviate this problem, practitioners might benefit from
using static or dynamic analysis tools to detect source code
vulnerabilities, including those caused by cryptographic API
misuses. Despite the number of empirical studies on the use
of static analysis tools in general [6]–[9] or specifically on
detecting software vulnerabilities [10], [11], there remains
limited knowledge about how software developers and secu-
rity experts in non-technological companies understand and
integrate SAST tools. To address this gap in the literature,
here we report on a qualitative study that characterizes the
adoption of SAST tools—including their motivations, benefits,
and challenges—and examines how developers and security
experts perceive the use of CogniCrypt and CryptoGuard (two
state-of-the-art static analyzers for detecting cryptographic
API misuses) to identify vulnerabilities in Java enterprise
systems and libraries. Our research draws on three focus
groups (FGs) conducted with Java developers and security
specialists from diverse organizations: an agricultural research
company, a state court, and a financial institution. Section II
provides details about our study settings.

Our findings lead to several recommendations for adopt-
ing SAST tools, including prioritizing different categories of
warnings, determining which components should be analyzed,
and addressing common root causes of vulnerabilities (e.g.,
legacy design decisions, buggy code copied from the internet).
We also highlight potential benefits of static analysis (e.g.,
facilitating knowledge transfer) and provide insights into how
security experts and developers perceive the effectiveness of
specialized tools such as CogniCrypt and CryptoGuard in
detecting cryptographic API misuses. Conducting this research

https://www.cve.org/CVERecord?id=CVE-2023-32699


1 public void createUser(User userRequest) {
2 User user = new User();
3 BeanUtils.copyProperties(userRequest, user);
4 user.setCreateTime(System.currentTimeMillis());

5 user.setPassword( CodingUtil.md5(user.getPassword()) );

6 // ...
7 userMapper.insertSelective(user);
8 }

Listing 1. User Creation with MD5 Password Hashing

1 public static String md5(String src) {

2 return md5(src, UTF_8);

3 }
4
5 public static String md5(String src, String charset) {
6 try {
7 byte[] strTemp = src.getBytes(charset);

8 MessageDigest md = MessageDigest.getInstance("MD5");

9 md.update(strTemp);

10 byte[] hash = md.digest();

11 // ...
12 } catch (Exception e) {
13 throw new RuntimeException("MD5 encrypt error:", e);
14 }
15 }

Listing 2. Insecure MD5 Hashing Utility

in non-technical companies reveals findings and recommenda-
tions not previously discussed in the literature, including:

• A common misconception is that when infrastructure
policies are implemented, or when industry-ready tools
such as CT011 and CT02 do not report any security
vulnerabilities, a system can be considered secure.

• Decisions that were considered correct in the past might
have led to known vulnerabilities in legacy systems, and
these are difficult to fix due to a lack of understanding of
how changes will propagate through different components
and systems.

• Recommendations for improving tools like CogniCrypt
and CryptoGuard include the need to integrate them into
continuous integration pipelines and reduce false posi-
tives by excluding warnings from dead or unreachable
code.

II. STUDY SETTINGS

This research has two main goals. First, it aims to un-
derstand the motivations, benefits, and challenges that non-
technology companies face when integrating static application
security testing (SAST) tools into their development work-
flows. Second, it investigates how software developers and
security experts from these companies respond to warnings
about cryptographic API misuses—specifically, those reported

1The organizations in our study mentioned two commercial tools. We
checked with the vendors and upon request omitted the names of the
commercial tools - using the pseudonyms CT01 and CT02. This decision
further ensures that our analysis remains impartial and is not perceived as
endorsing or criticizing specific commercial tools.

by CogniCrypt and CryptoGuard, two state-of-the-art static
analysis tools for detecting Java Crypto API misuses.

We focus on cryptographic API misuses because this class
of vulnerabilities is recognized among the OWASP Top Ten.
Although not a primary objective, an important side effect of
this research is to provide designers of misuse-detection tools,
such as CogniCrypt and CryptoGuard, with actionable insights
that may enhance their effectiveness and foster their broader
adoption. Since both tools operate on languages compiled to
Java bytecode, our study targets security experts and soft-
ware developers who work on Java-based enterprise systems
developed internally within non-technology companies—i.e.,
organizations that build in-house systems to support their core
business operations. In this way, our findings complement
prior research, which has primarily examined perceptions
within technology companies such as Microsoft and Google
(e.g., [12], [13]).

For data collection, we relied on both the outputs of static
analysis tools and the focus group (FG) method [14] to
derive organization-level perceptions, rather than individual
viewpoints, from practitioners [15]. We engaged developers
contributing to Java enterprise systems across diverse domains.
The study yielded a rich set of insights—ranging from how
organizations integrate SAST tools into their development
workflows to how security experts and developers interpret
and prioritize crypto-API misuse warnings.

For data synthesis, we adopted the Socio-Technical
Grounded Theory (STGT) method [16], [17] to consolidate
the focus-group results into a set of hypotheses. Consistent
with previous studies [18], [19], we used STGT solely for
qualitative data analysis rather than for constructing a full-
fledged theory [17]. We made this methodological choice be-
cause our investigation centers on the perspectives of software
developers and security experts from three distinct companies.
Although these organizations exhibit different levels of expe-
rience with SAST tools, we do not claim to have reached data
saturation (the mains reason for not proposing a theory).

STGT builds upon procedures adapted from the Glase-
rian [20], Strauss–Corbinian [21], and Constructivist [22] vari-
ants of traditional Grounded Theory (GT). The method enables
us to derive organization-specific knowledge from software
practitioners and security experts by examining both their
experiences with SAST tools and the outputs of crypto-API
misuse detectors, thereby grounding our findings in empirical
evidence. The following subsections provide further details
about the study participants and the procedures used for data
collection and synthesis.

A. Participant Selection

We adopted a convenience sampling strategy to recruit
participants for our study. Using our professional network, we
contacted software developers and security experts who were
interested in sharing their experiences with SAST tools in their
organizations. Developers from three companies (Company
A, Company B, and Company C), each representing a dis-
tinct organizational context, agreed to participate. Company A



is a large agricultural research corporation with approximately
10,000 employees, including more than 2,400 researchers.
Company B is a judiciary institution from the Brazilian
Federal District that manages information systems to support
its judicial and administrative activities. Company C is one
of the largest banks in Latin America, employing around
87,000 people, of whom approximately 6,000 work in the IT
department. The IT complexity of these organizations varies
considerably, as they maintain from dozens to hundreds of
enterprise systems.

Each company participated in a dedicated focus group ses-
sion. The composition of these sessions varied according to the
professional profiles available in each organization: Company
A included only software developers, Company B involved
software developers and technical leads, and Company C
comprised software developers and security specialists. This
cross-company variation provided a heterogeneous set of
perspectives on SAST adoption, reflecting both development
and security viewpoints. Participants also differed in their
familiarity with SAST tools, ranging from limited exposure
to routine use, which enabled us to capture a broad spectrum
of experiences. In total, 16 practitioners participated across the
three focus group sessions (see Table I).

Most participants were software developers, while three
served as technical leads and another three specialized in
cybersecurity (all from Company C). Their participation was
motivated not only by their involvement in secure software de-
velopment practices but also by the opportunity to experiment
with CogniCrypt and CryptoGuard in their own development
contexts. Several participants viewed the study as a chance to
identify potential cryptographic vulnerabilities in their systems
that had not been previously detected by state-of-the-practice
static analysis tools.

TABLE I
DEMOGRAPHICS OF FOCUS GROUP PARTICIPANTS. ROLES INCLUDE

SOFTWARE DEVELOPER (SD), TECHNICAL LEADER (TL), AND
CYBERSECURITY EXPERT (CE). EXPERIENCE IS REPORTED IN YEARS.
THE SAST TOOLS COLUMN INDICATES THE TOOLS THE PARTICIPANTS

ARE FAMILIAR WITH.

Practitioner Company Experience Role SAST Tools

PA1 A 20 years SD CT01
PA2 A 22 years SD None
PA3 A 20 years SD CT01
PA4 A 17 years SD CT01
PA5 A 26 years SD None
PA6 A 15 years SD CT01
PB1 B 20 years SD CT01
PB2 B 15 years TL CT01
PB3 B 30 years SD CT01
PB4 B 21 years TL CT01
PC1 C 6 years SD CT01
PC2 C 12 years SD CT01
PC3 C 4 years CE CT02
PC4 C 10 years CE CT01/CT02
PC5 C 15 years TL CT01/CT02
PC6 C 17 years CE CT01/CT02

B. Data Collection Procedures

We conducted three distinct focus group sessions, one
for each participating company. As part of the preparation,
developers from the respective organizations were asked to
run CogniCrypt and CryptoGuard on a sample of Java projects
they develop or maintain. Participants were subsequently asked
to share the outputs produced by these tools with our research
team. We scheduled the focus group sessions only after thor-
oughly analyzing the cryptographic API warnings generated
by CogniCrypt and CryptoGuard on the selected systems,
which allowed us to prepare targeted discussion materials for
each session. This setup enabled us to explore not only their
broader experience integrating program analysis tools into
their workflows but also their experience using CogniCrypt
and CryptoGuard. Exploring concrete issues found in the
participants’ systems is a distinguishing feature of our study.

We structured the sessions into three phases. In the first
phase, we gathered demographic information, including par-
ticipants’ experience with software development and software
security, their roles within their companies, and their famil-
iarity with program analysis tools—particularly SAST tools.
We also examined the projects selected by participants, noting
the project domain, number of contributors, and complexity
(in terms of lines of code). In the second phase, we explored
how program analysis tools are used within each company’s
development workflow, along with participants’ perceptions of
the tools they were already familiar with (see Table I). Finally,
in the third phase, we focused on participants’ perceptions of
the vulnerabilities detected by CogniCrypt and CryptoGuard
for the analyzed systems. All focus group sessions were
recorded.

Each phase followed a semi-structured interview protocol,
allowing for on-the-fly elaboration and discussion. This ap-
proach encouraged participants to provide detailed responses
to context-dependent questions. Below, we illustrate some of
the questions that emmerged during the third phase:

• Could the use of the MD5 hash function in this context
pose a potential security threat?

• From your perspective, is it crucial for your team to
fix this issue? Please elaborate on your decision-making
process.

• To what extent do the warning messages generated by
these tools provide clarity? Are there any essential details
that you believe are missing?

• What suggestions would you make to improve the effec-
tiveness and overall quality of these tools?

The first focus group involved practitioners from Company
A. During the preparation phase, practitioners from Company
A selected sixteen Java components (systems or libraries) and
executed analyses with CogniCrypt and CryptoGuard. Both
tools detected crypto-API misuses in six components. These
included a library supporting authentication mechanisms us-
ing LDAP (Lightweight Directory Access Protocol) and AD
(Windows Active Directory), and a reference architecture
implementation for Java Enterprise Edition (JEE) systems.



The second focus group was conducted with practitioners
from Company B. They selected six Java systems across
different domains for analysis with CogniCrypt and Cryp-
toGuard. Both tools reported crypto API misuses in only
one system—a court precatory system developed with Java
Enterprise Edition (JEE) and JavaServer Faces (JSF). This
system was originally designed by another institution and
later incorporated by Company B. Developers noted that they
already use the commercial tool CT01 to detect software
vulnerabilities and code smells, and therefore did not expect
CogniCrypt and CryptoGuard to uncover additional issues.

The third focus group involved practitioners and security
specialists from Company C. We spent two weeks at the
Company C headquarters working closely with security spe-
cialists to understand their experience integrating SAST tools
with continuous integration (CI) workflows. Practitioners then
selected 48 Java systems and libraries for analysis, enabling
us to discuss the results of CogniCrypt and CryptoGuard.
Out of the 48 Java components analyzed, CogniCrypt flagged
warnings in 15, while CryptoGuard identified misuses in 23.
We focused on a representative subset of these warnings
during the group discussion to capture participants’ insights
and perceptions.

After concluding all sessions, we transcribed the recordings
and organized the resulting data using the Atlas.TI tool. Due
to confidentiality constraints, only part of the data is publicly
available in our replication package.2

C. Data Analysis Procedures

To analyze the collected data, we conducted a qualitative
analysis grounded in the principles of STGT, involving in-
terleaved activities between open coding and constant com-
parison, followed by theoretical modeling. In particular, open
coding and constant comparison were carried out in parallel,
as described below.

Open Coding. In this stage, we systematically annotated
relevant excerpts from the transcripts with emerging codes.
Through a process of constant comparison, we continuously
examined and refined these codes to relate them to broader
conceptual themes. The main goal was to iteratively identify,
refine, and group codes into higher-level concepts. We also
recorded memos—that is, concise comments capturing the
essence of each statement. For example, we annotated the
following excerpt:

“[...] the warnings these tools presented are now
seen as potential security flaws. However, at the time
when these components were developed, they were
considered up-to-date and believed to be secure.”

with the code secure flaws come from legacy decisions
and the memo Design decisions that were once secure may
later lead to and propagage vulnerabilities, especially when
components are reused across systems. In several cases, we
assigned multiple codes to the same excerpt. Three authors

2https://github.com/luisamaralh/saner26-supplementary-material

independently performed this step, iteratively reviewing and
refining the coding until reaching consensus.

Constant Comparison. Conducted in parallel with open
coding, this activity involved grouping conceptually related
codes into broader concepts and categories. For instance,
excerpts annotated with “Change Impact Assessment” and
“Change Propagation” were merged into the higher-level
category CAT05 – Impact Assessment to Fix a Vulnerability.
This process required iterative discussions among the authors
to ensure conceptual coherence and category consolidation.
The resulting categories are shown in Table II.

Theoretical Coding. Following Grounded Theory prin-
ciples, we engaged in theoretical coding to integrate the
categories identified in the previous stages into a cohesive
conceptual model. This model summarizes the core hypotheses
that emerged from our analysis and delineates the relationships
among the main categories. As shown in Table II, six cate-
gories were identified, all centered around the core concept
Adoption of SAST Tools in Non-technological Companies. We
refined these hypotheses through several rounds of discussion
until consensus was reached among at least three authors. As
noted in the previous section, the resulting model does not
constitute a fully developed theory but rather a consolidated set
of hypotheses that explain the relationships among categories.

TABLE II
MAIN CATEGORIES THAT EMERGED FROM OUR STUDY.

Category ID Category Name

CAT01 Benefits of Using SAST Tools
CAT02 Limitations and Challenges of Using SAST Tools
CAT03 Root Causes of Vulnerabilities
CAT04 SAST Tools Adoption
CAT05 Impact Assessment to Fix a Vulnerability
CAT06 General Overconfidence

Our research on SAST tool adoption in non-technological
companies spans a wide range of organizational contexts,
from a company with almost no prior experience using static
analysis (Company A) to another that makes substantial
investments in both SAST and DAST tools to detect software
vulnerabilities (Company C). The next section summarizes
the core observations derived from each company, while
Section IV discusses the main categories that emerged in our
study (see Table II) and highlights relevant quotes from the
transcripts.

III. CROSS-COMPANY SUMMARY OF OBSSERVATIONS

This section brings together the core observations from the
three focus groups, outlining shared concerns and responses to
the vulnerabilities reported by CogniCrypt and CryptoGuard.

A. Summary of Observations at Company A

Discussions at Company A indicated that software security
was not yet a primary focus in the participants’ development
practices. Their priorities were primarily centered on func-
tional requirements, reflecting a belief that developers should
rely on the underlying infrastructure to prevent vulnerabilities

https://github.com/luisamaralh/saner26-supplementary-material


from being exploited by malicious actors. This assumption
overlooks, for instance, that some attacks may originate from
insiders. Participants also described a frustrating experience
when attempting to integrate a commercial tool into their
development pipeline, mainly because it significantly slowed
the build process and frequently caused build failures.

After we presented the cryptographic API misuses reported
by CogniCrypt and CryptoGuard, participants engaged in
a long discussion about whether the vulnerable code was
actually in use. This reaction suggests that these tools should
provide richer contextual information to help developers de-
termine where vulnerable code is invoked. Understanding the
problem, deciding how to implement fixes, and anticipat-
ing how those fixes might propagate to other components
emerged as central concerns during the focus group session at
Company A. The participants acknowledged that such tools
could play a constructive role in raising awareness of security
issues, highlighting the potential of SASTs not only to detect
vulnerabilities but also to knowledge transfer.

Participants also expressed a willingness to estimate the
effort required to address the reported warnings and recognized
that applications exposing external interfaces should be prior-
itized for security assessment—reflecting an understanding of
risk-based prioritization and an initial commitment to remedi-
ating some of the vulnerabilities reported by CogniCrypt and
CryptoGuard.

B. Summary of Observations at Company B

The use of static analysis tools such as CT01 had long been
institutionalized within the company. Developers employed
this tool not only to enhance software security but also to
improve software quality more broadly. At the time of the
focus group, participants described an ongoing initiative aimed
at resolving all vulnerabilities reported by CT01 in their
enterprise systems. They also expressed strong confidence in
the tool, asserting that the analyzed systems were “zeroed”
with respect to security vulnerabilities. Furthermore, their de-
ployment pipeline was configured to block production releases
whenever unresolved vulnerability issues were detected.

Consistent with findings from the focus group at Com-
pany A, participants devoted considerable effort to assessing
the severity of the warnings produced by CogniCrypt and
CryptoGuard, even while acknowledging the presence of false
positives. For example, CogniCrypt flagged a vulnerability
related to hardcoded credentials, which participants dismissed
as a false positive since, in production, those credentials are
stored in protected configuration files. Once again, several
vulnerabilities were reported in utility classes that were no
longer in use—highlighting the importance of conducting
periodic static analysis audits to identify and remove inactive
yet vulnerable code. After discussing the outcomes produced
by CogniCrypt and CryptoGuard, participants also noted that
tools of this kind could assist in decisions about whether to
incorporate systems developed by other companies. Overall,
the depth of discussions at Company B suggests a more mature

security awareness compared to Company A, where learning
processes were still emerging.

A recurrent finding regarding false positives was that the
tools often reported vulnerabilities that could only manifest
in the development environment, but not in production. This
observation suggests that static analysis tools should be able
to differentiate between system configurations and execution
contexts (e.g., development vs. production) during analysis.
Participants also reported that the configuration of CogniCrypt
and CryptoGuard was not straightforward and suggested that
such tools should be available as plugins for platforms already
integrated into their pipelines, such as CT01. Despite these
difficulties, they recognized the more specialized and thorough
analyses provided by CogniCrypt and CryptoGuard, express-
ing surprise that these tools detected vulnerabilities overlooked
by CT01. Finally, participants mentioned scalability issues
when running these tools on large projects at Company B.

C. Summary of Observations at Company C

In Company C, the use of multiple SAST and DAST
tools is fully institutionalized. The organization developed a
research effort to propose a quality score, and any program
version failing to meet it cannot advance through their develop-
ment pipeline. That is, participants at Company C expressed
high confidence in the tools’ outputs and in the statistically
defined score threshold.

After reviewing vulnerabilities reported by CogniCrypt and
CryptoGuard, discussions moved toward deeper technical con-
siderations. Some vulnerable code dated back more than ten
years, to a period when the underlying design decisions were
considered secure. Although some reported vulnerabilities
were deemed unlikely to be exploitable in practice, partici-
pants acknowledged the need to revisit older design choices
periodically, as insecure cryptographic primitives persist in the
code base.

Participants also noted that not all developers would fully
understand the impact of certain changes necessary to fix a
vulnerability—such as increasing a message size from 160 bits
to 256 bits—which, although simple to implement, may dis-
rupt inter-system communication or affect user authentication.
As a result, careful change-impact analysis is required before
remediating vulnerabilities. They also expressed concern about
fixing vulnerabilities in components that are reused across dif-
ferent systems. We also observed that Company C also faces
cultural and operational challenges. A dedicated software se-
curity team reviews selected warnings to reduce false positives,
yet false-positive rates remain high (around 60%). Participants
emphasized the need to strike a balance between improving
security and sustaining developer productivity, especially when
teams must reconcile large volumes of warnings with the
pressure to deliver new features. Finally, they suggested that
CogniCrypt and CryptoGuard should provide more detailed
warning messages to better support developers’ decision-
making.



IV. KEY CATEGORIES

The results of our data analysis using STGT practices led to
six key categories, ranging from the benefits and challenges
of using SAST tools to instances of overconfidence in their
outcomes. In this section, we summarize these categories,
placing greater emphasis on the themes that emerged most
frequently.

A. Benefits of Using SAST Tools

Benefits such as improved software quality, consistency,
and vulnerability detection have already been discussed in the
literature on static analysis tool adoption [6], [23], [24]. These
benefits also emerged in our study. Nonetheless, participants
in our focus groups identified additional advantages that are
not frequently emphasized in prior work.

For instance, participants from Company A and Company
C highlighted the importance of static analysis tools for en-
hancing security awareness and supporting knowledge transfer
within development teams. As one participant from Company
A explained: (PA2) “These tools might help us become more
familiar with security issues, which are sometimes overlooked.
These tools gradually reveal where the errors occur, right?
So, I believe it’s a good practice for us to reconsider our
development process and add that security layer.”

Participants from Company B also emphasized that static
analysis tools (such as CT01) are essential not only for im-
proving system quality but also for informing decisions about
whether to adopt systems developed by external organizations.
In their context, this is particularly relevant because Company
B frequently reuses software produced by other judiciary
agencies. During the focus group, participants described how
static analysis tools help them assess the feasibility and risks
associated with such reuse.

As one participant noted: (PB1) “Taking advantage of this
discussion, it would be interesting for us, when we analyze the
feasibility of using a system provided by another agency, [. . . ],
we could diagnose these systems with these tools and use our
background with CT01 to say: ‘we will not incorporate this
system because it is bugged’. Or if not, ‘this system is healthy
and only needs small adjustments’.”

B. Limitations and Challenges of Using SAST Tools

Participants at Company A had a frustrating experience
using CT01, which eventually led them to remove static
analysis tools from their development pipeline. In particular,
after attempting to integrate a commercial tool, they observed
significant slowdowns in build time and unexplained build
failures that prevented execution from proceeding. These is-
sues may have been caused by a misconfiguration of the
tool. Participants also noted that, while there is abundant
literature on software testing, the literature on static analysis
is comparatively scarce. As a result, they reported not fully
understanding the potential benefits of using static analysis
tools. Consequently, they tend to invest more in testing than
in other techniques aimed at improving software quality.

False positives are a recurrent limitation in the literature
on the adoption of static analysis tools (we refer the reader
to [25] for an up-to-date overview of this topic). We also
observed this concern in our study, but the focus groups
revealed more specific causes of false positives that were
not necessarily related to conservative approximations in the
analyses [25]. For instance, during the focus group at Com-
pany A, several participants questioned whether the crypto
API misuses reported by CogniCrypt and CryptoGuard could
actually be exploited in practice. This doubt emerged because
some warnings originated from unused code, testing code, or
from the use of java.util.Random in non-sensitive contexts,
which they perceived as false positives.

Similarly, participants from Company B identified situa-
tions where CogniCrypt and CryptoGuard reported warnings
they considered false positives. For example, CogniCrypt
issued a warning indicating that a parameter used to configure
an instance of java.security.KeyStore should not be hard-
coded. After analyzing the case, one participant explained:
(PB4) “[. . . ] from what I see here, the implementation fetches
everything from a system configuration file. The KeyStore
parameter and the password are within the system configu-
ration file. So this information is not hardcoded.” Participants
also noted that some warnings were triggered by deprecated
methods that are not used in production, further contributing
to their perception of irrelevant warnings.

Security experts from Company C also expressed concerns
about the high rate of false positives generated by static analy-
sis tools more generally (i.e., not only CogniCrypt and Cryp-
toGuard), emphasizing their potential to reduce developers’
reliance on these tools and slow down development processes.
According to the participants, one challenge is determining
which vulnerabilities truly matter in specific organizational
contexts. False positives can require considerable effort from
development teams to triage, reducing their efficiency. As one
participant stated: (PC5) “We’re also working on prioritizing
and refining security rules and policies because we know that
initially when these tools are integrated, they generate around
60% false positives. So, we’re analyzing what’s happening out
there so that we can prioritize rules for managing the security
of the SAST process.”

To mitigate these issues, participants from Company C
described a proactive approach: (PC3) “We review the re-
sults (of static analysis tools) before sending them to the
development teams, to remove the number of false positives,
which is often a very high number. So we do this work
to spare the developer from trying to solve something that
is actually a false positive.” These efforts aim to ensure
that static analysis tools deliver actionable results, fostering
communication between developers and security experts, and
aligning with the broader principles of DevSecOps [26]. (PC5)
“Our team here is responsible for managing the entire process.
Our process involves communication with development teams
to find an optimal balance between development and security
in the pipeline.”

Another limitation raised by participants concerns the lack



of guidance on how to fix certain issues, especially in cases
where developers have limited experience with specific li-
braries or APIs. For example, developers from Company A
reported difficulties interpreting warnings related to the JCA li-
brary: (PA1) “[. . . ] (for this particular case, to fix the misuses),
would it be necessary to develop new code, or just change
the cipher configurations (from DES to something else)? [. . . ]
Okay. Sounds good, we’ll look into it later.” Participants from
Company C similarly noted that, although the tools effectively
identify issues, the accompanying messages are sometimes
generic, forcing developers to leave their workflow to search
for additional information: (PC3) “Sometimes the information
these tools provide is a bit generic, we realize that, so the
developer has to leave the environment to research and try to
understand a way to correct it.”

The clarity and level of detail in warning messages were
also discussed. When reviewing warnings from CogniCrypt
and CryptoGuard related to the misuse of a message digester
implementation, one participant observed: (PC3) “If we con-
sider the number of people we have in the company very
few [developers] would know which of these three options
[SHA-256, SHA-384, SHA-512] to choose (to fix the problem),
considering performance and processing time.”

Finally, scalability limitations were also mentioned. One
participant from Company B reported that both CogniCrypt
and CryptoGuard were unable to complete the analysis of
a complex system: (PB1) “[. . . ] the tool couldn’t finish the
execution and generation of the report for a complex system
(a very big one at our company)”.

C. Root Causes of Vulnerabilities

Participants from Company B suggested that some of the
vulnerabilities reported by CogniCrypt and CryptoGuard may
have originated from code copied and pasted from the web,
supporting findings from previous work [2], [27]–[29]. In
our study, participants frequently mentioned Q&A sites and
code assistants as primary sources to learn how to (mis)use
cryptographic APIs. At Company B, developers also copy
and paste code from industrial patterns. As one participant
described: (PB4) “[. . . ] the probability that this code was
copied and pasted from somewhere is huge. From what I’m
seeing here (a piece of code with a crypto API misuse), it’s
very likely that someone just copied and pasted from some
other code.” This observation ultimately motivated develop-
ment teams at Company B to integrate CT01 into their
development pipelines. (PB1) “[. . . ] this matches very well
with part of the study we conducted here and that even
motivated the use of these static analysis tools. A task often
comes to a developer like: you have to develop a Java feature
that must calculate the hash of some data and then perform a
functionality with the resulting hash. The developers then go
to Stack Overflow and copy a piece of code as is. The feature
works fine and then he/she leaves it like that.”

Participants from Company A recognized that some of the
vulnerabilities reported by CogniCrypt and CryptoGuard may
have been introduced into architectural components more than

ten years ago. At the time, those cryptographic design deci-
sions might even have been considered adequate. However,
due to the difficulties of modernizing legacy code and the
extensive dependencies that various systems have on these
components, updating them has become a challenging, risky,
and costly task—one that technical teams would have little
inclination to undertake. A similar perspective about legacy
code also emerged during the focus group at Company C. We
found that legacy code often reflects implementation decisions
made under outdated cryptographic standards and knowledge
available at the time. These decisions, while appropriate in
their original context, now contribute to several of the misuses
reported by CogniCrypt and CryptoGuard.

That is, what was once an adequate solution may later
conflict with current standards and evolving vulnerabilities. As
one participant explained: (PC6) “This code must be around 13
years old. The choice of SHA1 at the time was to avoid using
MD5, which would be a one-way function of 128 bits. At that
time, SHA1 was robust [. . . ]. Therefore, we didn’t update the
code to the current recommendations, and I even consider that
we should review these codes from time to time. In fact, DES
is still used in some systems, and today it is easily broken.”
Legacy systems and their dependencies surfaced as significant
barriers to implementing changes suggested by SAST tools.
Other root causes of vulnerabilities at Company A relate to (a)
limited software security knowledge, (b) an over-reliance on
the underlying infrastructure, and (c) security being treated as
a secondary concern. We also observed that the prioritization
of only critical vulnerabilities contributes to the persistence
of non-critical issues, in an effort to maintain development
agility.

D. SAST Tools Adoption

Ideas on how to integrate SAST tools emerged across the
three focus groups, revealing distinct priorities and challenges
in each organization. At Company A, participants expressed
interest in adopting SAST tools in the future, initially targeting
systems that expose external interfaces. Given past experiences
in which these tools significantly slowed the build process,
they viewed periodic assessments—rather than continuous
integration checks—as more feasible.

At Company B, participants stressed the importance of
integrating tools such as CogniCrypt and CryptoGuard into
the existing analysis infrastructure already institutionalized
within the company. They described difficulties configuring
these tools correctly and emphasized that full adoption would
require seamless integration with CT01. As one participant
observed, (PB1) “[. . . ] to institutionalize a tool such as these
(CogniCrypt and CryptoGuard) it would have to be integrated
with CT01 [. . . ]. Today we work with continuous integration
[. . . ], so it would be interesting to automate these analysis
tools to execute at the time the build occurs, but . . . this
configuration issue is not that simple.”

Discussions at Company C highlighted a broader cultural
dimension of SAST adoption. Participants emphasized the
need for a proactive development culture aligned with DevSec-



Ops principles, in which developers are empowered to address
security warnings autonomously. Knowledge transfer was seen
as critical to this shift, reducing the need for developers to
search externally for remediation guidance. As one participant
explained, (PC3) “Our main job is to facilitate developers re-
garding the use of tools and the process . . . bringing knowledge
to the developer so that they have the necessary understanding
to implement fixes quickly.”

Participants from Company C also emphasized prioritizing
issues based on severity and business impact. Non-blocking
issues are frequently overlooked in agile teams with tight
deadlines, and tools such as CT01 and CT02 help guide
prioritization through their scoring mechanisms. Beyond tool
outputs, participants stressed the importance of performing
risk analyses when deciding whether to postpone feature
delivery to address low-impact vulnerabilities. (PC2) “We
always have to assess the risk, whether it’s something I really
have to deliver today and/or what the risk is of deploying this
application with a particular known vulnerability.”

Finally, participants reported using statistical analyses and
gray literature to refine tool configurations and reduce false
positives, further illustrating the effort required to integrate
SAST tools without creating friction in development work-
flows.

E. Impact Assessment to Fix a Vulnerability

A recurring concern in our study was the magnitude of
changes required to fix certain vulnerabilities. During the focus
group at Company A, participants expressed apprehension
about the ripple effects of modifying an architectural com-
ponent. As one participant noted, (PA3) “[. . . ] if you want
to update the cryptography architectural component, you’d
also need to update other dependencies, including the Java
version we use here. It’s a snowball effect where one problem
leads to another, and before you know it, you’re dealing with
a significantly outdated environment.”

zThis concern became evident when discussing a vulnerabil-
ity reported by CogniCrypt and CryptoGuard in a library used
to encrypt external users’ passwords. The issue stemmed from
instantiating an AES cipher in ECB mode, a long-discouraged
practice associated with CWE-327.3 The warning triggered
debate about which systems actually reuse the affected com-
ponent. However, the SAST reports only indicate the presence
of a misuse and do not reveal whether the vulnerable method
is reachable from system entry points.

Participants eventually reasoned that although many systems
import the internal cryptographic library, only a few actively
invoke the vulnerable functionality. This reduced the perceived
impact of the fix and encouraged the team to proceed. As one
developer explained: (PA4) “[. . . ] the library is imported in
this system, but that code is not used. In fact, only one specific
system uses it . . . These tools point out issues in library code
that are not actually used by this program. Do they get to that
level of reporting?”

3See CWE-327: Use of a Broken or Risky Cryptographic Algorithm, https:
//cwe.mitre.org/data/definitions/327.html.

Participants from Company C also highlighted the broader
challenge of modifying shared cryptographic utilities. Changes
to such components often require coordination across multiple
systems, creating significant ripple effects. As one participant
observed, (PC6) “If I make changes here [. . . ] I have to co-
ordinate with other systems that might use this cryptographic
library, which could have a significant impact.” In particular,
the mix of technologies in use—including mainframes—may
impose strict constraints, such as relying on a specific number
of bytes in hash data. As explained: (PC6) “It’s not enough
to just make the change from a 160 bits algorithm to a 256
bits one if the other side is not speaking the same language
. . . a change like this can directly impact other systems that
use this class.”

F. General Overconfidence

Different forms of overconfidence emerged during the focus
groups. At Company A, participants acknowledged that de-
velopers display excessive confidence in the infrastructure and
operations teams, assuming that firewalls, VPNs, and server
configurations sufficiently mitigate risks. As one participant
noted, (PA1) “Our goal is to deliver what the client requested.
So, other concerns (like security) might be neglected. We
believe that security should be delegated to the application
server configuration, to the VPN, . . . , and ensured by the
infrastructure. We only focus on feature development.” This
reliance on infrastructure leads to a limited appreciation of
how vulnerabilities in architectural or reusable components can
propagate across multiple systems—an issue reflected in the
findings of CogniCrypt and CryptoGuard at Company A.

At Company B, a different manifestation of overconfidence
was observed. Participants rely heavily on CT01, which they
have increasingly used to improve code quality and address
vulnerabilities. (PB4) “We started using CT01 more heavily
about two years ago. Last year we started to heavily tackle
the issue of vulnerabilities and hotspots that CT01 indicates.”
Because their deployment pipeline blocks systems with any
unresolved CT01 warnings, the team assumed their systems
were free of vulnerabilities. They were therefore surprised
when CogniCrypt and CryptoGuard reported an issue that
CT01 had missed: (PB4) “Note, this (warning that) Cog-
niCrypt caught, CT01 did not point out to us. According to
the CT01 reports, (name of the system) is zeroed in terms
of vulnerabilities.” This experience demonstrated to them
that relying exclusively on CT01 may give a false sense
of completeness. (PB4) “We rely a lot on the outputs of
CT01 . . . But it’s interesting to know that we have other tools
that further analyze our systems.” In the end, overconfidence
may lead security experts and developers to overlook other
review practices, allowing vulnerabilities to propagate into
production.

Practitioners at Company C also show strong confidence
in static analysis results. Deployment to production is blocked
if a system does not meet a minimum quality score defined
by CT01, which gives developers assurance that severe issues
will not reach production. (PC2) “(The score CT01 assigns to

https://cwe.mitre.org/data/definitions/327.html
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a system) determines who can approve it for deployment. This
gives us more confidence because when developers are about
to deploy a system with a low score, . . . you will need to fix
the system and improve its quality.” Once the expected score
is achieved, deployments can proceed without managerial
approval. (PC4) “If the CT01 score is good, the build and
deployment can be authorized by a colleague, and it doesn’t
need to go to the manager. CT01 has these coverage and error
scores that make the developer’s life easier here.”

V. A THEORETICAL MODEL OF SAST ADOPTION IN
NON-TECHNOLOGICAL COMPANIES

In this section we present a theoretical model expressed
through hypotheses that emerged from our research, establish-
ing relationships among the core categories. These hypotheses
are presented in Section V-A, followed by a discussion of the
initial implications of our findings in Section V-B. Finally,
Section V-C outlines the limitations of our study that may
threaten the validity of our results.

A. Emergent Hypotheses

(H1) The double-edged sword of SAST tools. Based on
CAT01 (Benefits of Using SAST Tools) and CAT06 (General
Overconfidence), we found that although SAST tools facilitate
vulnerability detection and knowledge transfer, developers
tend to overestimate the completeness of tool reports. This
overconfidence reduces the perceived need to complement
SAST tools with additional security practices, thereby weak-
ening the potential impact of the benefits identified in CAT01.

(H2) Legacy design decisions amplify the challenges
of vulnerability remediation. Grounded in CAT03 (Root
Causes of Vulnerabilities) and CAT05 (Impact Assessment
to Fix a Vulnerability), our results show that cryptographic
design decisions that were once correct may become insecure
over time. This issue was a recurrent source of vulnerabilities
(CAT03) across the three companies studied, compounded by
the widespread practice of copying and pasting insecure code
and by limited software security expertise. Legacy design
choices can hinder remediation efforts (CAT05), as neces-
sary changes propagate through multiple components in ways
developers cannot easily anticipate. These findings highlight
the importance of documenting and sharing experiences on
modernizing legacy systems to address security vulnerabilities.
To the best of our knowledge, the literature remains scarce on
this topic.

(H3) Effective SAST adoption depends on configuration
effort and pipeline integration. Drawing on CAT02 (Lim-
itations and Challenges of Using SAST Tools) and CAT04
(SAST Tools Adoption), our findings show that participants
either had poor experiences integrating a static analysis tool
into their development pipelines—likely due to configuration
challenges—or spent substantial effort fine-tuning thresholds
to report only vulnerabilities that really matter. Overall, the
effectiveness of static analysis tools strongly depends on
proper configuration and integration into development work-
flows. Also, state-of-the-art tools such as CogniCrypt and

CryptoGuard should be enriched with contextual information
to avoid reporting warnings related to unreachable code or
issues observable only in development environments.

(H4) Actionable remediation guidance strengthens the
learning and decision-making process. Based on evidence
from CAT02 (Limitations and Challenges) and CAT01 (Ben-
efits of Using SAST Tools), we found that unclear or un-
derspecified warning messages hinder developers’ ability to
understand the practical impact of vulnerabilities. Providing
threat models, exploitation feasibility, and concrete remedi-
ation steps would enhance developers’ decision-making and
increase the organizational value of SAST tool adoption.

Less recurrent hypothesis Additional but less frequent
patterns emerged, suggesting that: (i) scalability limitations of
tools such as CogniCrypt and CryptoGuard affect adoption in
large systems (CAT02), and (ii) the ripple effects of seemingly
simple fixes reinforce the structural role of CAT05 (Impact As-
sessment) in shaping adoption decisions. These observations
inform directions for further investigation but do not form core
hypotheses due to their lower recurrence.

B. Implications of our Research

Our research has already yielded two concrete implications.
First, developers from Company A launched an initiative to
analyze and fix all vulnerabilities reported by CogniCrypt and
CryptoGuard, aiming to foster a security-oriented mindset and
assess the feasibility of remediation—especially in internal
libraries that propagate vulnerabilities across different systems.
This effort confirmed that all 67 vulnerabilities found in legacy
systems could be manually resolved by modifying 1,024 lines
of code across 12 Java classes. The fixes, however, introduced
incompatibilities with legacy code, prompting the design of
a migration strategy that allowed legacy and revised code to
run concurrently. This approach enabled the decryption of old
data and its re-encryption under the new secure standard. An
industry track paper detailing this experience was published
elsewhere [30].

Second, some authors of this paper, who also contribute
to the CogniCrypt project, evolved the tool based on insights
obtained from this study. As one of the participants pointed
out that providing CWE IDs is advantageous, this has been
added to CogniCrypt4 (cf. Section IV-B). Further, insights of
this study were used in a project group5 to build a new IDE
integration for CogniCrypt. PB1 (cf. Section IV-D) explained
that workflow integration with esisting and used commercial
tools is important for CogniCrypt to be used, the project build
its new user interface as plugin for a commercial tool. The
project focused on many aspects also confirmed in this study,
such as providing better explanations of warning messages
and also providingfix support as systematically discussed by
Nachtigall et al. [31]. These limitations were for instance
discussed by PA1, PC3, and PC4 (cf. Section IV-B). The
developed plugin is currently under submission elsewhere.

4https://github.com/CROSSINGTUD/CryptSL/pull/176
5https://go.upb.de/pg-sse-SecAI

https://github.com/CROSSINGTUD/CryptSL/pull/176
https://go.upb.de/pg-sse-SecAI


C. Threats to Validity

We recognize potential threats to validity that may affect
the generalizability and reliability of our findings. Consdering
internal validity, our study may be influenced by biases
during the focus group discussions and data analysis. For in-
stance, the coding process inherently depends on researchers’
interpretations. To address possible threat, multiple authors
independently reviewed and reconciled codes and categories,
ensuring a consensus-driven approach to analysis.

Regarding external validity threats, the generalizability of
our findings is constrained by the focus groups’ participant
pool, which consisted of software practitioners and security
specialists from three organizations across distinct sectors.
These organizations—an agricultural research company, a fi-
nancial institution, and a judiciary agency—offer diversity but
may not represent the broader software development com-
munity. Companies with different levels of security maturity
or those using languages other than Java might face unique
challenges and opportunities not captured in this study.

Some threats to reliability validity stem from the semi-
structured nature of the focus group discussions. While this
approach facilitated rich, context-specific insights, the vari-
ability in question phrasing and participant engagement across
sessions may have introduced inconsistencies. To mitigate this,
we followed a standardized protocol for focus groups and
ensured that discussions were systematically transcribed and
coded.

VI. RELATED WORK

A substantial body of research examines how developers
interact with static analysis tools, both broadly and in security
contexts. Smith et al. [7], [9] conducted an observational study
of how developers diagnose vulnerability warnings reported by
Find Security Bugs, characterizing the questions they ask and
the reasoning strategies they use. Our study complements this
work by emphasizing organizational—rather than individual—
factors shaping SAST adoption.

Usability has been another central focus of prior research.
Smith et al. [10] evaluate several security-focused static
analysis tools, finding that unclear messages and limited
fix guidance hinder developers’ understanding—issues also
noted in our focus groups with CogniCrypt and CryptoGuard.
Nachtigall et al. [31] assess 46 tools against 36 usability
criteria and report pervasive weaknesses in error messages,
fix support, and workflow integration. These systemic issues
mirror several concerns raised in our study.

Research in “big-tech companies” has also explored static
analysis adoption at scale. Sadowski et al. [13] describe
Google’s experience in building and deploying static analy-
sis tools, emphasizing workflow integration and high-quality
diagnostics. While Google engineers report distrust in tool
outputs, we observed the opposite pattern: overconfidence in
commercial SAST reports. Both studies, however, underscore
the need for contextualized feedback. Similarly, Christakis and
Bird [12] survey 375 Microsoft developers and find strong
demand for better configurability, fewer false positives, and

clearer diagnostics. Whereas their participants highlight IDE-
centered integration, our findings reveal a stronger need for
CI/CD-level integration in non-technological companies.

Other work focuses on open-source settings. Beller et
al. [32] show that only about half of popular OSS projects
use static analysis tools and that configurations are rarely
customized—consistent with our observation that many com-
panies apply SAST with little contextual tailoring. Vassallo et
al. [24] further demonstrate that developer engagement varies
across contexts (IDE, CI, code review). Our results extend this
view by showing that warnings must also adapt to different
execution environments and organizational maturity levels.

Closely related is Seal et al. [11], who combine a survey
and interviews to understand practitioners’ perspectives on
SAST tools. Unlike our organizational-level lens, their work
highlights individual developers’ concerns—particularly fear
of false negatives and distrust in tool reports. Despite these
differences, both studies converge on the need for clearer ex-
planations, richer contextual information, and better workflow
integration.

Positioning Our Study.: Our study contributes a comple-
mentary perspective by focusing on non-technological com-
panies that develop enterprise systems to support their core
business and by applying Socio-Technical Grounded Theory
(STGT) to derive an emergent model of SAST adoption. In
particular, we highlight (i) the organizational dynamics of
overconfidence and reliance on infrastructure, (ii) the impact
of legacy design decisions and cross-system dependencies on
the feasibility of security remediation, and (iii) the need for
contextualized, pipeline-aware SAST integration that respects
both technical and organizational constraints. We recognize
that some of our findings overlap with insights from prior
studies—a result that is expected when using grounded the-
ory [17]. What is most striking, however, is that concerns
identified a decade ago (e.g., false positives and the need for
clearer error messages) [6] still emerged in our data and in
more recent papers [10], [11], [31].

VII. CONCLUSIONS

This paper reported the results of an empirical study in-
vestigating the adoption of SAST tools in non-technological
companies. The findings complement existing literature by
examining this phenomenon through the lens of organizations
that build and maintain enterprise systems to support their core
business. Using insights drawn from three focus groups—one
in each participating company—we developed an emergent,
grounded theoretical model that captures the socio-technical
factors influencing SAST adoption. These hypotheses may
assist organizations in adopting SAST tools more effectively,
inform the designers of state-of-the-art analysis tools on how
to improve usability and reporting quality, and inspire new
research directions aimed at increasing the practical value of
static analysis for detecting vulnerable code.
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